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Appropriate Use of VMI Information Systems
1. Purpose
The purpose of this policy is to establish the standards for which actions are and are not
permitted on VMI information systems and the VMI network. VMI's information systems
and the VMI network are designed to enhance educational and research work and to facilitate
administrative processes.
2. Scope
The scope of this policy covers the use of all VMI information systems (to include desktops,
laptops, PDAs, and tablets), and applies to all cadets, Institute employees (to include faculty,
staff, and classified employees), and all other users of VMI information systems.
3. Expectation of Privacy
All users of VMI-owned systems or personally-owned systems connected to the VMI
network have no expectation of privacy. This includes any files residing on VMI hardware or
data moving across VMI's network. VMI may monitor, inspect, store, or disclose any
activity, electronic communication, or record (to include e-mail correspondence) on its
network or systems at any time, for any legitimate purpose, whenever it is deemed necessary.
4. General Guidelines
The following general guidelines apply to the use of all VMI information systems:
a. Access to computer systems owned or operated by VMI and the VMI network is granted
subject to VMI rules, regulations and policies, as well as local, state, and federal laws, to
include all cyber-bullying laws designed to prevent harassment and/or illegal
discriminatory acts. All users must abide by these standards. Violations of these policies
may result in loss of access privileges as well as any additional appropriate discipline. In
addition, VMI considers violations of the following guidelines to be serious, and reserves
the right to copy and/or examine any files or information resident on VMI systems related
to any potential violation of this policy or any other VMI policy, rule, or regulation. Any
offenders may be prosecuted .Cadets and any employee using a personal computer to
perform VMI-related work are required to have antivirus software installed on their
machines. Additionally, the responsibility for keeping this software up to date falls on the
individual user.
b. Cadets must patch their systems in accordance with directives from the IT department.
c. All users of VMI information systems will use only legal versions of copyrighted
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software and ensure that they are in compliance with any and all vendor license
requirements for that software.
5. E-mail Guidelines
When using the VMI e-mail system:
a. Use only the VMI e-mail system (@vmi.edu or @mail.vmi.edu) for all official VMI
business email messaging.
b. Bulk e-mails to cadets, cadet classes, faculty, employees or administrative staff must be
approved in advance by an authorized approval authority. Once approved, the message
must identify the source of the approval (e.g., "This message has been approved by the
Dean of the Faculty"). The following officers or their designees may approve bulk e-mail
messages:
i. Athletic Director
ii. Athletic Chief of Staff
iii. Chief of Staff
iv. Commandant
v. Deputy Superintendent-Finance, Administration & Support
vi. Dean of the Faculty
vii. Director of Communications and Marketing
viii. Director of Information Technology
ix. Inspector General
x. Director of the Center for Leadership and Ethics
xi. Cadet First Class President (can approve e-mails to the “Cadet” e-mail group)
xii. Cadet Honor Court President (can approve e-mails to the “Cadet” e-mail group)
xiii. other cadet class presidents (can only approve messages to their particular class)
c. Minimize personal use of VMI e-mail (this includes using your VMI e-mail address as
your point of contact for items published in the VMI Post Peddler).
d. Do not give the appearance that you represent VMI when you do not.
e. Do not make it appear that VMI endorses any individual, organization, or activity, when
it does not.
f. Do not use the VMI e-mail system or the VMI network to send SPAM, unsolicited bulk
email or IM (Instant Messages), or electronic “chain letters.”
g. Do not use the VMI e-mail system or the VMI network to transmit, print, or display
obscene (as that term has been constitutionally defined), indecent, or lewd or material, or
any other material that would violate any VMI regulations, state laws, or federal laws,
h. Do not use mail or message services to harass or intimidate another person. In accordance
with The Code of Virginia § 2.2-603.G, any instances of harassment or intimidation must
be reported to the Commonwealth.
i. Do not release personal information about others to outside parties except under the
special circumstances in which you are authorized by other VMI policies.
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6. Network Use Guidelines
When using the VMI network and any network resources:
a. If your computer has been infected with a virus, it must be disconnected from the
network until the infection has been removed by a member of the IT staff.
b. Be considerate in your use of shared resources. Refrain from monopolizing systems,
overloading networks with excessive data, or wasting resources (including public
computer time, disk space, and/or printer paper).
c. Do not use any files, systems, or data that are not your own unless you have permission.
d. Do not use server storage space (e.g., your M: drive or O: drive) to store personallyowned music, games, pictures, movies, videos, or executable files (those with a .exe file
extension). This storage space is available for VMI business-related documents and
coursework only.
e. Unauthorized extending of the network (e.g., connecting a personally-owned bridge or
wireless router to the network) is strictly prohibited.
7. User Account Security Guidelines
The following guidelines apply to user account security:
a. Use only those computer accounts that you are authorized to use. Viewing or entering
data into a system using someone else’s credentials or taking the Security Awareness test
for someone else is strictly prohibited.
b. Protect your account credentials (username and password) from unauthorized use. Users
are responsible, and will be held accountable, for all activities performed using their
credentials.
c. Do not allow any third-party organization to use your VMI account credentials.
d. Passwords on the VMI network are required by state regulation to adhere to the following
minimum standards for complexity:
i. They must be at least eight characters in length; and
ii. Utilize at least three of the following four:
1. Special characters,
2. Alphabetical characters,
3. Numerical characters,
4. Combination of upper- and lower-case letters.
e. Password protected screen savers are set to activate after 15 minutes of inactivity.
Disabling these screen savers or changing their settings is strictly prohibited.
f. Never physically leave a computer on the VMI network unattended without first locking
that computer.
g. Remember: no member of the VMI Department of Technology will ever ask for your
password, nor should you give it to anyone else.
8. Removable Media Guidelines
The following safeguards should be observed to protected sensitive data stored on removable
media (CDs, DVDs, tapes, external hard drives, USB drives, and other removable devices):
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a. Users should avoid storage of sensitive data on removable media whenever possible.
b. When there is no reasonable alternative to storing sensitive data on removable media,
only the minimum data necessary to accomplish the required task can be stored there.
c. Sensitive data stored on removable media must be protected by VMI IT-approved
encryption methods (contact IT to receive a list of IT-approved methods).
d. Sensitive data stored on removable media must also be stored on a secure network file
share or as a part of the original system from which it was derived or copied (example:
Colleague) for the following reasons:
i.
This process ensures a secure backup of the data is kept.
ii. In the event of a privacy disclosure due to a lost or stolen removable device, a
copy of the data is needed to determine to whom notification should be sent.
e. Removable media must always be physically secured.
f. When removable media is no longer needed, proper disposal techniques must be
employed (contact IT for information on how to properly dispose of old media).
g. If removable media that contains sensitive data is lost or stolen, the user must contact
their supervisor and the Information Technology Help Desk immediately (and within 24
hours of the incident) so that necessary steps can be taken to limit damage and liability.
9. Data Destruction Guidelines
a. When equipment such as computers, mobile phones, removable media, large printers, and
copy machines, are being disposed of or returned to their parent companies, the
Information Technology department must be notified prior to disposal so that any onboard storage can be properly erased.
10. Proper Use of the VMI Phone System
a. The VMI Phone System is provided to conduct VMI business only. Personal calls are to
be kept to a minimum.
b. Any personal call on the VMI Phone System that will generate a toll should be done
using a calling card so VMI is not charged for the call.
11. Prohibited Uses of the VMI Network
VMI employees, cadets, and any other users of the VMI network will NOT:
a. Use computer programs to decode passwords or access control information.
b. Port scan or protocol scan any device on the VMI network.
c. Engage in any activity that might be harmful to any systems or any information stored
therein, such as creating or knowingly propagating viruses, disrupting services, or
damaging files.
d. Knowingly install spyware, adware, malware, grayware, or key loggers on any system on
the VMI network.
e. Attempt to crash any system on the VMI network.
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f. Use VMI systems for any commercial or business purpose or for personal monetary gain.
g. Make, transmit, store or use illegal copies of copyrighted materials, including software,
music, movies and other media on VMI systems or over VMI networks.
h. Search for, access, or copy directories, programs, files, or data that are not your own,
without authorization.
i. Attempt to bypass, disable, or remove a security mechanism applied by VMI system or
network administrators. This includes altering file security, administrative accounts or
access on VMI-owned systems and/or user accounts.
j. Interfere with or intrude upon communications such as e-mail, instant messages, limitedaccess web sites, and phone conversations of others without authorization.
k. Tamper with VMI computer software configurations, to include networking, security
controls, removing or modifying software as configured, installing personally-owned
software, and installing and/or using personally-owned encryption software.
l. Tamper with VMI computer hardware configurations, to include removing parts from a
computer, installing and/or using personally-owned encryption hardware, disabling any
network connections, or installing personally-owned computer hardware internally or
externally.
m. Mount a network server without permission from the Director of Information
Technology.
n. Fraudulently communicate any message sent under an assumed name or modified
address, or with the intent to obscure the origin of the communication.
o. Create, modify, execute or retransmit any computer program or instruction intended to
obscure the true identity of the sender of e-mail or other electronic messages.
p. Engage in any other activity that is potentially harmful to the VMI network or the data
contained therein.
12.

External Guidelines
a. In addition to the requirements set forth here, VMI employees (to include faculty, staff,
and classified employees) must also adhere to the Department of Human Resource
Management Policy 1.75, "Use of Internet and Electronic Communications Systems"
located at http://www.vmi.edu/workarea/showcontent.aspx?id=3661.
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